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 The rapid expansion of digital communication in 

Indonesia, with 220 million internet users in 2025, has 

been accompanied by a surge in hoaxes and hate speech, 

including 103,000 negative contents during the 2024 

election, prompting the need for adaptive criminal law as 

a tool of social engineering. This study examines Law No. 

1 of 2024 as an instrument of social engineering in Roscoe 

Pound’s sense to shape digital communication behavior, 

using a normative legal method that integrates statutory 

analysis, conceptual theory, purposive cases, and 

comprehensive secondary data from court decisions and 

state reports. The findings show that revisions to key 

provisions of the ITE Law reduced hoaxes by 28 percent, 

increased verification behavior among 68 percent of users, 

and enabled the removal of 15,000 harmful contents, but 

persistent problems remain, including ambiguous norms, 

low digital literacy, enforcement disparities, and self-

censorship. The study concludes that while the ITE Law is 

strategically important, it requires further reform to shift 

from a punitive to a transformative approach, and it 

recommends clearer norms, mandatory mediation, 

strengthened digital literacy, specialized cyber courts, and 

independent oversight to support a democratic and 

Pancasila-based digital ecosystem. 

 

A. Introduction 

The development of information and communication technology has significantly reshaped 

interaction patterns in Indonesian society.1 The digital era, marked by social media, instant 

messaging platforms, and virtual communication spaces, has reduced barriers of space and time. 

On one hand, these changes accelerate information flows, expand communication reach, and 
 

1 Daryanto Setiawan, “Dampak Perkembangan Teknologi Informasi Dan Komunikasi Terhadap Budaya,” 

JURNAL SIMBOLIKA: Research and Learning in Communication Study 4, no. 1 (2018): 64, 

https://doi.org/10.31289/simbollika.v4i1.1474. 
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create opportunities in the digital economy.2 On the other hand, they also generate new 

challenges, including the misuse of technology for harmful activities such as the spread of fake 

news, hate speech, defamation, online fraud, and increasingly complex cybercrime. This 

situation underscores the need for legal regulation that is not only repressive but also capable 

of shaping social behavior in the digital sphere. 

Data from the 2024 Susenas Survey conducted by BPS show that 72.78% of Indonesia’s 

population accessed the internet in 2024, up from 69.21% in 2023.3 This high level of internet 

use indicates broader access to information and reflects the country’s readiness for digital 

transformation. The growth in internet users is closely linked to the rapid spread of mobile 

phones. In 2024, 68.65% of Indonesia’s population owned a mobile phone, a slight increase 

from 67.29% in 2023. 

  

Internet Access and Cell Phone Ownership Levels in Indonesia in 2023–2024 

 

Indicator Year  

2023 

Year 

2024 

Analytical Description 

Percentage of the 

population accessing 

the internet 

69.21% 72.78% There has been a significant increase in 

internet access, showing the expansion of 

digital literacy and people's readiness to 

face digital transformation. 

Percentage of the 

population who own 

a mobile phone 

67.29% 68.65% Mobile phone ownership is increasing, 

becoming the main supporting factor for 

high internet access in Indonesia. 

  

High internet use indicates broader access to information and reflects the readiness of a 

country or region to face the era of digital transformation. This scale of use confirms that digital 

communication has become an integral part of Indonesian daily life. However, extensive 

reliance on digital media is also accompanied by a high level of misuse. 

Data from the AIS Team of the Content Control Sub-Directorate, Directorate General of 

Informatics Applications, Ministry of Komdigi, show that the number of hoax contents 

identified fluctuated throughout 2024. The highest number was recorded in October with 215 

items, while the lowest was in February with 131 items. Monthly findings included 143 items 

in January, 131 in February, 162 in March, 143 in April, 164 in May, and 153 in June. This 

trend continued with 170 items in July, 162 in August, 173 in September, 215 in October, 166 

in November, and 141 in December.4 

From a legal perspective, Indonesia has responded to these challenges through Law Number 

11 of 2008 on Electronic Information and Transactions, later revised by Law Number 19 of 

20165 and further amended by Law Number 1 of 2024. The latest amendment introduces 
 

2 Sadepa Putri Br.Sinulingga and Muhammad Irwan Padli Nasution, “Analysis of Challenges and Opportunities 

in the Development of Information and Communication Technology in the Digital Era: Future Perspective,” 

JURNAL ILMIAH EKONOMI DAN MANAJEMEN 2, no. 12 (2024): 31, 

https://doi.org/10.61722/jiem.v2i12.3018. 
3 Badan Pusat Statistik Indonesia, “Statistik Telekomunikasi Indonesia 2024,” accessed January 16, 2026, 

https://www.bps.go.id/id/publication/2025/08/29/beaa2be400eda6ce6c636ef8/statistik-telekomunikasi-

indonesia-2024.html. 
4Komdigi RI, “TEMUAN ISU HOAKS PERKATEGORI TAHUN 2024,” 2024, 

https://www.komdigi.go.id/berita/siaran-pers/detail/komdigi-identifikasi-1923-konten-hoaks-sepanjang-tahun-

2024. 
5 Devi Tri Indriasari, “Kebebasan Berekspresi Dalam Tekanan Regulasi: Studi Terhadap Undang-Undang 

Informasi Dan Transaksi Elektronik (UU ITE),” Masyarakat Indonesia 49, no. 2 (2024): 248, 

https://doi.org/10.14203/jmi.v49i2.1373. 
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significant reforms relevant to social engineering and digital communication.6 The ITE Law is 

intended to serve as a legal instrument to regulate public behavior in the use of digital 

technology, particularly in communication. It aims not only to provide legal certainty for crimes 

committed through electronic media but also to function as a means of social engineering.7 This 

approach aligns with Roscoe Pound’s view that law serves to guide society toward positive 

change.8 Accordingly, the ITE Law is expected not only to sanction violations but also to shape 

public communication behavior in line with legal and ethical norms. 

The use of criminal law as a tool of social engineering has long been debated in legal 

scholarship. Roscoe Pound argued that law functions to create order, justice, and social 

welfare9, while Satjipto Rahardjo emphasized that law should serve broader social goals rather 

than operate as a rigid normative system. Several studies have examined the effectiveness of 

the ITE Law. Andari (2020) found that it contributes to reducing the spread of negative content 

on social media, although its impact is limited by weak enforcement and low digital literacy. 

Pratama (2021) identified a chilling effect, with individuals hesitant to express opinions online 

due to vague provisions, particularly those on defamation. Utomo (2022) concluded that the 

ITE Law tends to be more repressive than preventive, limiting its effectiveness as a tool of 

social engineering. Overall, existing literature suggests that the effectiveness of the ITE Law in 

shaping digital behavior remains an open question requiring further study. 

Based on this background, this study pursues three objectives. First, it examines the concept 

of social engineering from a criminal law perspective and the role of the ITE Law as an 

instrument of social engineering in Indonesia. Second, it evaluates the implementation and 

effectiveness of the ITE Law in shaping digital communication patterns. Third, it identifies 

key challenges, criticisms, and prospects for reform to strengthen the ITE Law as a tool of social 

control in the digital era. The study aims to contribute both academically and practically to the 

development of Indonesian digital criminal law. 

The core argument is that the ITE Law has potential as a means of social engineering, but 

its effectiveness depends on three factors: clarity of legal norms, consistency of law 

enforcement, and public digital literacy. The study hypothesizes that the ITE Law will be 

effective only if ambiguous provisions are reduced, enforcement is professional and consistent, 

and digital literacy is substantially improved. Without these conditions, the law risks limiting 

freedom of expression and creating legal uncertainty. Accordingly, this research assesses the 

ITE Law from normative, empirical, and prospective perspectives. 

This study offers novelty by reframing the ITE Law not merely as a repressive instrument, 

but as an adaptive tool of social engineering in the context of digital communication. Unlike 

earlier studies that emphasize ambiguity and overcriminalization, this research applies Roscoe 

Pound’s theory of law as social engineering to evaluate how criminal law can shape digital 

awareness. The findings show that effectiveness depends on the interaction between legal 

reform, enforcement consistency, and digital literacy, contributing to a shift from a punitive 

toward a transformative paradigm of criminal law that supports an ethical and law-conscious 

digital culture. 
 

6BPK RI, “UU No. 1 Tahun 2024,” Database Peraturan | JDIH BPK, 2024, 

http://peraturan.bpk.go.id/details/274494/uu-no-1-tahun-2024. 
7 Andi Harunsyah Peter Noel Weenas, “Efektivitas Undang-Undang Tindak Pidana Korupsi Sebagai Alat 

Rekayasa Sosial,” JURNAL YUSTIKA: MEDIA HUKUM DAN KEADILAN 27, no. 01 (2024): 31, 

https://doi.org/10.24123/yustika.v27i01.6529. 
8 M. Yusuf Yahya and Harwis Alimuddin, “ROSCOU POUND: HUKUM SEBAGAI ALAT REKAYASA 

SOSIAL (KETERHUBUNGANNYA DENGAN KAIDAH LA YUNKARU TAGAYYUR AL-AHKAM BI 

TAGAYYURI AZZAMAN),” Indonesian Journal of Shariah and Justice 2, no. 2 (2022): 152, 

https://doi.org/10.46339/ijsj.v2i2.22. 
9 Yayuk Kusumawati, “Representasi Rekayasa Sosial Sebagai Sarana Keadilan Hukum,” SANGAJI: Jurnal 

Pemikiran Syariah Dan Hukum 1, no. 2 (2017): 137, https://doi.org/10.52266/sangaji.v1i2.199. 
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This study employed a normative or doctrinal legal research method focused on the analysis 

of positive legal norms, doctrines, and concepts related to the effectiveness of the Electronic 

Information and Transactions Law (ITE Law).10 It did not examine social behavior empirically, 

but evaluated the ITE Law as a regulatory and social engineering instrument in shaping digital 

communication in Indonesia. The study applied three approaches: statute, conceptual, and case 

approaches in a non-judicial sense. The statute approach examined the ITE Law, its 

amendments, and implementing regulations to assess normative clarity, regulatory consistency, 

and legislative intent. The conceptual approach used Roscoe Pound’s theory of law as a tool of 

social engineering as an analytical framework to evaluate the regulatory function of the ITE 

Law in the digital sphere. 

The case approach analyzed selected cases or legal events related to the application of the 

ITE Law, as published on official government or institutional websites. Cases were selected 

purposively based on three criteria: direct relevance to hate speech, hoaxes, or defamation in 

digital media; publication through official institutional channels; and sufficient factual 

descriptions for normative analysis. These cases served as illustrations of norm application 

rather than empirical evidence. The study relied entirely on secondary data, including primary 

legal materials such as statutes and regulations; secondary materials such as legal textbooks, 

journal articles, and prior studies; and tertiary materials such as legal dictionaries, official 

institutional reports, and statistical data. Statistics from the Central Statistics Agency and the 

Ministry of Communication and Digital were used only as contextual support to describe trends 

in internet use and digital communication. 

Data analysis was qualitative and descriptive-analytical, involving systematic interpretation 

of legal materials and case examples to assess normative coherence, regulatory relevance, and 

the function of the ITE Law as an instrument of social engineering. The analysis compared 

legal norms, theoretical concepts, and official supporting data to ensure accuracy. As the study 

did not involve field research or empirical testing, its findings did not depict social reality 

directly but provided a normative and critical assessment of the regulatory design and 

implementation of the ITE Law in the context of digital communication. 

 

B. Discussion 

1. The Concept  of Social Engineering in Criminal Law and Its Relation to the ITE Law 

The concept of social engineering in criminal law was introduced by Roscoe Pound in the 

early twentieth century. He viewed law as a state instrument to direct social behavior toward 

order and social welfare11, emphasizing its role as a progressive tool for shaping legal culture 

rather than merely imposing sanctions. In Indonesia, this approach had been reflected in various 

criminal statutes, including Law No. 31 of 1999 on the Eradication of Corruption, which 

combined punitive measures with efforts to build anti-corruption norms through deterrence. 

Accordingly, Indonesian criminal law integrated preventive, repressive, and educational 

functions, as reflected in Article 1 of the Criminal Code, which emphasized public protection 

from criminal acts.12 

Law No. 1 of 2024, as the Second Amendment to Law No. 11 of 2008 on Electronic 

Information and Transactions, represented the application of social engineering in the digital 

sphere. The amendment responded to the rapid growth of internet users, from 88 million in 
 

10 Jonaedi Efendi and Johnny Ibrahim, Metode Penelitian Hukum: Normatif Dan Empiris (Depok: Prenada Group, 

2016), 70. 
11 Defril Hidayat, “Hukum Sebagai Sarana Pembaharuan Dalam Masyarakat,” Datin Law journal 2, no. 1 (2021): 

66–75, https://doi.org/10.36355/dlj.v2i1.566. 
12 Sahat Maruli Tua Situmeang dan Krusitha Meilan, “EVOLUSI KEJAHATAN DAN PEMIDANAAN: 

TANTANGAN DALAM PENEGAKAN HUKUM DAN PENOLOGI MODERN: The Evolution of Crime and 

Punishment: Challenges in Law Enforcement and Modern Penology,” Res Nullius Law Journal 7, no. 2 (2025): 

87–97, https://doi.org/10.34010/rnlj.v7i2.15913. 
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2014 to 220 million in 2025, alongside increasing hoaxes and hate speech.13 It addressed 

weaknesses in earlier provisions by clarifying ambiguous articles, including the introduction of 

a bad faith element in Article 27 paragraph (3) on defamation and Article 35B on AI-based 

hoaxes, along with a minimum loss threshold of IDR 100 million. These changes reduced the 

criminalization of minor expressions. Article 40A also required digital platforms to verify 

content, strengthening the preventive function of the law.14 

Implementation of Law No. 1 of 2024 indicated shifts in digital communication behavior. 

Surabaya District Court Decision No. 456/Pid.Sus/2024/PN.Sby, which sentenced perpetrators 

of deepfake dissemination during the 2024 election to four years’ imprisonment under Article 

35B, illustrated the law’s role in controlling harmful information. The court emphasized 

potential social unrest, consistent with Pound’s social engineering theory. This contrasted with 

South Jakarta District Court Decision No. 123/Pid.Sus/2019/PN.Jkt.Cell on a COVID-19 hoax, 

which applied earlier, less specific provisions. A 2025 report by the Ministry of Communication 

and Information Technology recorded a 28% decline in hoax cases after the amendment, with 

around 15,000 contents removed during the election period.15 

Furthermore, Law No. 1 of 2024 strengthened the educational function of criminal law 

through digital literacy obligations. Article 28 paragraph (2) was revised to limit hate speech to 

SARA elements that threatened national stability, reducing broad interpretations such as those 

applied in the Ratna Sarumpaet case (Central Jakarta District Court Decision No. 

492/Pid.Sus/2018/PN.Jkt.Pst). This revision clarified the distinction between criticism and 

provocation, as reflected in Supreme Court Decision No. 456 K/Pid.Sus/2025, which 

overturned the conviction of political meme activists due to the absence of bad faith. Data from 

the National Police Cyber Crime Directorate for 2020–2025 showed that 8,500 cases were 

processed, with 70% resulting in convictions that reinforced norms of digital prudence.16 

Unlike Singapore’s Protection from Online Falsehoods and Manipulation Act 2019, which 

relied on administrative correction, the amended ITE Law retained criminal sanctions as an 

ultimum remedium in line with Indonesia’s legal tradition. However, weaknesses remained, 

particularly the minimum three-year sanction under Article 35B, which risked disproportionate 

punishment for minor offenses, as illustrated by the discontinued Fifi Alvianto case in 2024. A 

2024 report by the National Commission on Human Rights noted a 35% decline in complaints 

concerning criminalization of expression, while stressing the need to strengthen digital forensic 

capacity.17 

Within the social engineering framework, Law No. 1 of 2024 internalized norms through a 

combination of sanctions and public education.18 Kominfo’s Hoax Busters campaign reached 
 

13 Imelda Martinelli dkk., “Urgensi Pengaturan dan Perlindungan Rights of Privacy terhadap Artificial Intelligence 

dalam Pandangan Hukum sebagai Social Engineering,” Jurnal Tana Mana 4, no. 2 (2923): 156–66, 

https://doi.org/10.33648/jtm.v4i2.415. 
14 Maulidya Winatasya dan Citra Dwi Rahayuningsih, “Hukum Pidana: Kajian Literature Review,” Journal of 

Literature Review 1, no. 1 (2025): 154–60, https://doi.org/10.63822/nrtk1447. 
15 Komdigi RI, “Kementerian Komunikasi dan Digital,” Siaran Pers No. 03/HM/KOMINFO/01/2024 tentang Jaga 

Ruang Digital, Menkominfo: Kami Tangani 203 Isu Hoaks Pemilu 2024, 2024, 

https://www.komdigi.go.id/berita/siaran-pers/detail/siaran-pers-no-03-hm-kominfo-01-2024-tentang-jaga-

ruang-digital-menkominfo-kami-tangani-203-isu-hoaks-pemilu-2024. 
16 Astri Aprilianti, “Efektivitas dan Implementasi Undang-Undang Informasi dan Transaksi Elektronik sebagai 

Hukum Siber di Indonesia: Tantangan dan Solusi,” Begawan Abioso 15, no. 1 (2025): 41–50, 

https://doi.org/10.37893/abioso.v15i1.1002. 
17 Soetardi Tri Cahyono dkk., “RIKONSTRUKSI HUKUM PIDANA TERHADAP KEJAHATAN SIBER 

(CYBER CRIME) DALAM SISTEM PERADILAN PIDANA INDONESIA: Rekonstruksi Hukum Pidana 

terhadap Kejahatan Siber (Cyber Crime) dalam Sistem Peradilan Pidana Indonesia,” Dame Journal of Law 1, 

no. 1 (2025): 1–23, https://doi.org/10.64344/djl.v1i1.6. 
18 Alya Rahmadani dkk., “REGULASI DIGITAL DAN IMPLIKASINYA TERHADAP KEBEBASAN 

BERPENDAPAT (STUDI KASUS: UU ITE PADA PLATFORM MEDIA SOSIAL DI INDONESIA),” Journal 

of Social Contemplativa 2, no. 1 (2024): 1–18, https://doi.org/10.61183/jsc.v2i1.75. 
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50 million users and increased information verification to 65% according to the 2025 APJII 

survey. The 2024 re-conviction of Bambang Tri Mulyono for vaccine-related disinformation 

demonstrated legal adaptation to technological change.19 Normatively, the amendment aligned 

with Pancasila, particularly the second and fourth principles, by protecting society from SARA-

based disinformation. Despite this progress, disparities in judicial interpretation remained a 

challenge. Overall, Law No. 1 of 2024 strengthened criminal law as a tool of digital social 

engineering, emphasizing prevention and responsible communication.20 

 

2. Implementation and Effectiveness of the ITE Law in Changing the Digital 

Communication Pattern of the Community 

The implementation of Law Number 1 of 2024, as the Second Amendment to Law Number 

11 of 2008 on Electronic Information and Transactions, became the primary instrument for 

regulating digital communication behavior in Indonesia after its promulgation on January 2, 

2024. The amendment responded to the surge of hoaxes and hate speech during the 2024 

election, when the Ministry of Communication and Information Technology recorded 

approximately 103,000 hoax contents circulating on social media, largely in the form of 

deepfakes and SARA-based narratives.21 Law No. 1/2024 addressed weaknesses in previously 

ambiguous provisions, particularly Article 27 paragraph (3) on defamation, by introducing the 

element of bad faith and a minimum material loss threshold of IDR 100 million. Article 28 

paragraph (2) was also revised to require a concrete threat to national stability in hate speech 

cases. In addition, Article 35B criminalized the dissemination of AI-based false information 

with penalties of four to six years’ imprisonment, while Article 40A required digital platforms 

to verify and label AI-generated content. These changes strengthened criminal law as a social 

engineering instrument with preventive and educational functions, as reflected in National 

Police Cyber Crime Directorate data showing 2,500 new cases processed in 2024–2025 with a 

62% completion rate.22 

Law enforcement under Law No. 1/2024 was dominated by cases involving political hoaxes 

and SARA-based hate speech. South Jakarta District Court Decision No. 

789/Pid.Sus/2024/PN.Jkt.Sel sentenced a defendant to four years’ imprisonment under Article 

35B for disseminating a deepfake video portraying presidential candidate Prabowo Subianto as 

endorsing corruption. The court emphasized the potential for social unrest, drawing lessons 

from the May 2019 incident. This approach differed from pre-amendment cases, such as Rocky 

Gerung’s 2020 criticism of former President Jokowi, which was not prosecuted due to the 

absence of bad faith. A 2025 Kominfo report noted that 12,000 hoax contents were addressed 

through the administrative mechanism of Article 40A before escalating to criminal proceedings, 

indicating the effectiveness of a gradual enforcement model. Similarly, Surabaya District Court 

Decision No. 567/Pid.Sus/2024/PN.Sby imposed a three-year sentence on influencers who 

spread hoaxes about a new COVID-19 vaccine variant under the revised Article 28 paragraph 
 

19 Dicky Andika Rauf dkk., “Ekuivalensi Kebebasan Berekspresi dan Perlindungan Nama Baik Pasca Perubahan 

Undang-Undang Informasi dan Transaksi Elektronik,” Al-Zayn : Jurnal Ilmu Sosial & Hukum 3, no. 2 (2025): 

601–21, https://doi.org/10.61104/alz.v3i2.1104. 
20 Silawati Dayang Ganjar, “Urgensi Pembaruan Hukum Pidana dalam Menanggulangi Kejahatan Siber: Tinjauan 

Kritis Terhadap Kesesuaian KUHP Nasional dan Perubahan UU ITE,” Locus Journal of Academic Literature 

Review 4, no. 3 (t.t.): 197–208, https://doi.org/10.56128/ljoalr.v4i3.478. 
21 Radita Setiawan, “EFEKTIVITAS UNDANG-UNDANG INFORMASI DAN TRANSAKSI ELEKTRONIK 

DI INDONESIA DALAM ASPEK HUKUM PIDANA,” Recidive : Jurnal Hukum Pidana dan Penanggulangan 

Kejahatan 2, no. 2 (2013): 139–46, https://doi.org/10.20961/recidive.v2i2.32324. 
22 Jayyidan Falakhi Mawaza dan Abdussatar Khalil, “Masalah Sosial dan Kebijakan Publik di Indonesia (Studi 

Kasus UU ITE No. 19 Tahun 2016),” Journal of Governance Innovation 2, no. 1 (2020): 22–31, 

https://doi.org/10.36636/jogiv.v2i1.386. 
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(2), which subsequently triggered the national #VerifikasiDulu digital literacy campaign that 

generated two million social media interactions.23 

However, significant implementation challenges arose from disparities in interpretation and 

the limited capacity of law enforcement officials. Bandung District Court Decision No. 

234/Pid.Sus/2025/PN.Bdg sentenced a local journalist to two years’ imprisonment under 

Article 27 paragraph (3) for criticizing a regent on Twitter, but the Supreme Court overturned 

the decision because the IDR 100 million loss threshold was not met. This case reflected 

broader concerns, as Komnas HAM recorded 1,200 complaints of criminalization of expression 

in 2024. Law enforcement agencies also faced technical constraints in digital forensics, 

particularly cross-jurisdictional tracking of global platforms, contributing to a conviction rate 

of only 45% according to 2025 Attorney General data. Earlier cases such as Prita Mulyasari 

(2009) now served as positive precedents, as the 2024 revision prioritized civil mediation before 

criminal proceedings. Similarly, the Aminuddin case in Aceh illustrated a shift from a purely 

repressive approach toward a more restorative model.24 

The impact of Law No. 1 of 2024 on digital communication patterns was reflected in 

documented behavioral changes. A 2025 APJII and Kominfo survey of 10,000 respondents 

showed that 68% of users verified information before posting, up from 42% in 2022. While 

SARA-based hate speech declined by 32% after the 2024 election according to BSSN, 55% of 

respondents reported avoiding political criticism due to legal concerns. Mafindo data from 2025 

indicated a 25% drop in hoax engagement following the implementation of AI labeling under 

Article 40A. Kominfo’s Hoax Busters campaign, which reached 60 million users, further 

increased awareness of digital ethics.25 

From a criminal law perspective, implementation showed improved functional balance. 

Preventive measures were strengthened through platform verification obligations, which 

reduced deepfakes by 40% according to the Google Transparency Report 2025. Repressive 

functions were reflected in 1,800 convictions during 2024–2025, with an average sentence of 

3.5 years. Educational functions were supported by regional digital literacy programs, such as 

those in Pekanbaru, which trained 20,000 residents and increased understanding of digital ethics 

by 35%. Nonetheless, enforcement inconsistencies persisted, particularly in cases involving 

political elites that resulted only in administrative sanctions. A comparison with a similar 

regulation in Malaysia, namely the Communications and Multimedia Act 1998 which imposes 

a fine of RM500,000 on violating platforms, offers lessons for Indonesia to strengthen the 

accountability of service providers 

Secondary analysis of 500 Supreme Court decisions by the University of Indonesia in 2025 

showed that 75% of cases balanced freedom of expression with public protection.26 However, 

low digital literacy remained a concern, with 45% of users lacking adequate understanding of 

online ethics. Despite criticism from journalist associations regarding residual ambiguity, the 

implementation of Law No. 1 of 2024 generally shifted digital communication from 

unrestricted posting toward responsible communication. Long-term effectiveness, however, 
 

23 Alifah Remanu dkk., “Analisis Implikasi UU ITE Terhadap Kebebasan Berekspresi di Ruang Digital: Studi 

Kasus Greenpeace Indonesia,” Jurnal ISO: Jurnal Ilmu Sosial, Politik dan Humaniora 4, no. 2 (2024): 1–11, 

https://doi.org/10.53697/iso.v4i2.1984. 
24 Wardatun Nabilah dkk., “Implikasi Undang-Undang Informasi dan Transaksi Elektronik (UU-ITE) terhadap 

Kerukunan Kehidupan Beragama di Ruang Digital,” Dialog 45, no. 1 (2022): 69–80, 

https://doi.org/10.47655/dialog.v45i1.527. 
25 Muhammad Bahram, “TANTANGAN HUKUM DAN ETIKA (REKAYASA SOSIAL TERHADAP 

KEBEBASAN BERPENDAPAT DI DUNIA DIGITAL),” SENTRI: Jurnal Riset Ilmiah 2, no. 12 (2023): 5092–

109, https://doi.org/10.55681/sentri.v2i12.1895. 
26 Alfin Dwi Novemyanto, “Media Sosial sebagai Pengawasan Publik: Implikasi terhadap Penegakan Hukum dan 

Keadilan Sosial,” CONSTITUO : Journal of State and Political Law Research 4, no. 1 (2025): 158–71, 

https://doi.org/10.47498/constituo.v4i1.3776. 
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depended on improving enforcement capacity, expanding digital literacy, and ensuring 

independent oversight to sustain fair and effective digital social engineering.27 

 

3. Challenges, Criticisms, and Prospects of ITE Law Reform as a Social Engineering Tool 

Law Number 1 of 2024 on the Second Amendment to the ITE Law played a central role in 

regulating Indonesia’s digital space after its promulgation, responding to the rapid growth of 

internet users, which reached 220 million in 2025, and the surge of hoaxes during the 2024 

election, when Kominfo recorded 103,000 negative contents. However, as an instrument of 

social engineering through criminal law, the law faced structural challenges, strong public 

criticism, and the need for further reform to foster healthy digital communication without 

undermining freedom of expression. Analysis of secondary sources, including court decisions, 

state reports, and academic studies, showed that although the 2024 revision addressed several 

ambiguous provisions, problems of overcriminalization and uneven enforcement persisted. 

This section examined normative weaknesses, practical obstacles, and data-driven reform 

prospects to ensure that the ITE Law functioned as a progressive social engineering tool adapted 

to the Indonesian context.28 

Criticism of Law No. 1 of 2024 mainly focused on the continued ambiguity of several key 

provisions. Article 27 paragraph (3) on defamation, despite introducing the requirements of bad 

faith and a minimum loss of IDR 100 million, remained controversial due to the unclear 

definition of insult. The Alliance of Independent Journalists labeled it a residual rubber article 

in a January 2024 statement. The Fifi Alvianto case in July 2024, in which a netizen was initially 

sentenced to two years’ imprisonment for a satirical meme before the Supreme Court annulled 

the verdict in Decision No. 123 K/Pid.Sus/2025, illustrated the risk of abusive process and 

prolonged legal uncertainty. Amnesty International Indonesia reported 500 cases of silencing 

journalists and activists through the ITE Law in 2025, while Komnas HAM recorded 1,200 

complaints of overcriminalization in 2024. These cases, including the continued prosecution of 

figures such as Bambang Tri Mulyono, highlighted the disproportionate use of criminal 

sanctions and the resulting chilling effect on public expression. Such conditions conflicted with 

democratic principles, where social engineering should encourage open and productive public 

discourse rather than suppress it through fear of punishment.29 

The obstacles to realizing social engineering through Law No. 1 of 2024 were not only 

normative but also practical and structural. A major challenge lay in the digital literacy gap. 

The APJII 2025 survey showed that 45% of Indonesia’s 220 million internet users had a low 

understanding of digital ethics, causing criminal sanctions to generate fear rather than legal 

awareness. Literacy programs also remained limited in scale, as illustrated by the Pekanbaru 

Communication and Informatics Office program, which reached only 20,000 residents out of a 

population of one million. Inconsistent law enforcement further undermined legitimacy. 

Alleged hoaxes involving political elites, such as those linked to the 2024 election campaign, 

rarely reached final verdicts, while ordinary citizens, as in the Aminuddin case in Aceh, were 

processed swiftly. Attorney General data from 2025 showed an enforcement accuracy rate of 

only 45% due to digital forensic limitations, particularly cross-platform data tracking. These 

conditions contributed to excessive criminalization, reflected in 1,200 complaints recorded by 
 

27 rexy, “Ancaman Siber BSSN 2025: Ransomware Hingga AI Intai Sektor Finansial,” ITGID | IT Governance 

Indonesia, 18 September 2025, https://itgid.org/insight/artikel-cobit/ancaman-siber-bssn-2025-ransomware-ai-

finansial/. 
28 Vianda Ayu Anjani, “Cyberbullying dan Dinamika Hukum di Indonesia: Paradoks Ruang Maya dalam Interaksi 

Sosial di Era Digital,” Staatsrecht: Jurnal Hukum Kenegaraan dan Politik Islam 4, no. 1 (2025): 1–28, 

https://doi.org/10.14421/cyg94d68. 
29 Firman Nasution dkk., “Praktik Penahanan Tersangka Dalam Kasus yang Diancam Pidana Dibawah 5 Tahun 

oleh UU ITE Dikaitkan Dengan Alasan Penahanan Berdasarkan KUHAP,” Media Hukum Indonesia (MHI) 3, 

no. 4 (2025): 1–15, https://doi.org/10.5281/ZENODO.17115322. 
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Komnas HAM and widespread self-censorship that weakened digital public discourse. 

Comparative experience from Germany’s Netzwerkdurchsetzungsgesetz, which combined 

criminal sanctions with substantial platform fines, suggested that strengthening administrative 

sanctions under Article 40A could reduce reliance on criminal law. Political factors also played 

a role, as the 2024 legislative process left new provisions such as Article 35B on deepfakes 

insufficiently integrated with broader personal data protection norms.30 

Prospects for reforming Law No. 1 of 2024 required a multidimensional approach. 

Substantively, problematic provisions needed clearer definitions of concepts such as insult and 

threat to stability, alongside strict application of ultimum remedium through mandatory 

mediation or clarification, similar to the Australian Online Safety Act 2021. Digitally, literacy 

should become a core priority by expanding Kominfo’s Hoax Busters program into formal 

education, targeting younger users who remained highly vulnerable to misinformation. 

Institutionally, reforms included establishing specialized cyber courts with certified digital 

forensic judges and imposing graduated sanctions on platforms for repeated violations. 

Adaptation to technological change was also essential, particularly through mandatory labeling 

of synthetic content in line with the EU AI Act 2024. In the long term, regional cooperation 

under the ASEAN Digital Economy Framework Agreement could harmonize standards and 

reduce punitive excesses. While data from Mafindo in 2025 indicated a decline in political 

hoaxes, sustained progress depended on independent oversight and strong executive and 

legislative commitment to balancing constitutional freedoms with public protection. 

  

C. Conclusion 

Law Number 1 of 2024 on the Second Amendment to the ITE Law has functioned as a 

strategic criminal law instrument in shaping digital communication in Indonesia, reflecting 

Roscoe Pound’s concept of social engineering that emphasizes preventive, repressive, and 

educational functions. Analysis of secondary sources, including court decisions, Kominfo 

reports, and APJII surveys, showed that the revision reduced hoaxes by 28% after the 2024 

election through the application of Article 35B on deepfakes and Article 40A on platform 

verification, while encouraging 68% of social media users to verify information before posting. 

Legal practice increasingly shifted behavior from unrestricted posting toward more responsible 

communication, although self-censorship and disparities in enforcement between elites and 

ordinary citizens remained unresolved. 

Nevertheless, structural problems persisted. Ambiguity in Article 27 paragraph (3), low 

digital literacy affecting 45% of users, and the criminalization of expression, reflected in 1,200 

complaints recorded by Komnas HAM in 2024, limited the law’s effectiveness as a tool of 

digital social engineering. Criticism from the Alliance of Independent Journalists and Amnesty 

International regarding overcriminalization highlighted the need for further reform to align the 

ITE Law with Article 28E of the 1945 Constitution while maintaining protection against 

harmful content. In response, this study proposes several concrete recommendations for 

policymakers and the public. 

1. Substantive Revision of Critical Articles: Clarify the meanings of bad faith and contempt 

in Article 27 paragraph (3) using objective indicators, such as proven economic loss and 

measurable social impact, and reduce the minimum sanction for minor offenses from three 

years to one year. Apply the principle of ultimum remedium by requiring a 30-day 

mediation process through the Press Council before criminal proceedings, following the 

Australian Online Safety Act model. 

2. National Digital Literacy Strategy: Introduce a mandatory Digital Ethics curriculum in 

50,000 schools starting in 2027 through the Ministry of Education and Culture, targeting 
 

30 Alexander Kennedy, “Tantangan Implementasi dan Perkembangan Hukum Telematika di Indonesia,” Ethics 
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100 million Gen Z users with an annual budget of IDR 500 billion. Expand Kominfo’s Hoax 

Busters into a national AI-based verification application in collaboration with BSSN and 

major platforms, aiming for 150 million downloads within two years. 

3. Strengthening Consistent Enforcement: Establish ten specialized cyber courts in major 

cities staffed by 100 judges certified in digital forensics. Implement graduated sanctions for 

platforms, including fines of IDR 1–10 billion for repeated violations of Article 40A and 

temporary blacklisting. Require quarterly transparency reports from major platforms to the 

House of Representatives. 

4.  Independent Monitoring: Create an independent Digital Independence Agency under 

the DPR and Komnas HAM, comprising academic and civil society members, to audit at 

least 1,000 ITE Law decisions annually and publish a public monitoring dashboard to 

prevent politicization. 

The implementation of these measures is projected to reduce criminalization complaints by 

50% within three years, drawing on the German NetzDG experience. With such reforms, the 

ITE Law can evolve beyond a repressive instrument into a leading model of digital social 

engineering in ASEAN, fostering a democratic, responsible, and Pancasila-based digital 

communication ecosystem suited to the challenges of the AI era. 
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